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1. Introduction  

In the current era of digitalization, technological advancements have significantly reshaped 
various aspects of life, including the field of health education1. Nursing students, as future 
healthcare professionals, are increasingly relying on digital tools to assist in their learning, patient 

                                                           
1 Jennie C. De Gagne, Hyeyoung Hwang, and Dukyoo Jung, ‘Cyberethics in Nursing Education: Ethical 
Implications of Artificial Intelligence’, Nursing Ethics, 31.6 (2024) 
<https://doi.org/10.1177/09697330231201901>. 

ARTICLE  INFO 
 

ABSTRACT 
 

 
Article history 
Received   : 23 July 2025 
Revised     : 4 August 2025 
Accepted   : 20 August 2025 

 The rapid advancement of digital technology in healthcare has 
transformed the way nursing students access information, 
communicate, and practice clinically. While digitalization offers 
numerous benefits, it also introduces ethical challenges related to 
confidentiality, professionalism, and online conduct. This study 
explores the role of ethical education in helping nursing students 
prevent ethical code violations in the digital era. A qualitative 
descriptive approach was used, with data collected from 15 nursing 
students through semi-structured interviews and document analysis. 
The findings indicate that ethical education enhances students' ethical 
reasoning, digital responsibility, and awareness of legal implications. 
Participants reported that ethical education enabled them to critically 
reflect on their actions, particularly in online environments where 
ethical boundaries are often ambiguous. The study emphasizes the 
importance of integrating ethical values continuously throughout the 
nursing curriculum, rather than treating it as a standalone course. Key 
factors such as institutional support, curriculum relevance, and 
educator role modeling were identified as essential in promoting 
ethical behavior. The results underscore the need for enhanced 
ethical education in nursing programs to ensure that graduates are 
not only clinically proficient but also ethically responsible in their 
digital and professional interactions. 
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care, and communication2. While these technological innovations provide vast opportunities for 
growth and efficiency, they also introduce new ethical challenges3. The easy access to and 
dissemination of information online can inadvertently lead to violations of ethical standards, 
especially when students engage in digital environments without proper understanding of the 
risks involved4. As a result, it is essential for nursing students to develop a comprehensive 
understanding of ethical behavior in both traditional and digital spaces5. 

Civic education plays a crucial role in shaping individuals who are responsible, ethical, and 
law-abiding in all aspects of life. For nursing students, this education extends beyond an 
understanding of political systems and human rights; it encompasses values such as discipline, 
accountability, and empathy, which are critical for professional practice6. These values guide 
students in upholding the rights of patients, ensuring that nursing practice respects social norms, 
and preventing misconduct in digital settings7. By integrating civic education into the nursing 
curriculum, students are better equipped to become professionals who uphold ethical codes both 
in real-world interactions and online. 

The increasing use of digital tools in nursing education and practice brings both 
opportunities and challenges in maintaining ethical conduct8. Nursing students are frequently 
exposed to social media, digital patient records, and online communication platforms as part of 
their training9. However, without a strong foundation in ethics, students may unknowingly 
engage in behavior that violates professional guidelines, such as disclosing patient information 
without consent or spreading inaccurate health information. Civic education can address these 
issues by fostering a sense of professional responsibility and guiding students in understanding 
the ethical implications of their online actions10. 

A critical goal of civic education is to ensure that individuals respect ethical guidelines and 
the rule of law in all facets of life, including their professional practices. For nursing students, 
this means adhering to ethical principles such as respect for human dignity, confidentiality, and 
accountability. These principles must be extended to their digital behavior, as the boundaries 
between professional and personal conduct can be easily blurred online. Civic education 
encourages students to reflect critically on their actions and decisions, particularly when 
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interacting with sensitive patient data or engaging in online communications. This reflection is 
crucial for ensuring that nursing students uphold ethical standards, even in the digital realm. 

The digital age presents new ethical dilemmas for nursing students, many of which may 
arise from a lack of awareness rather than intentional misconduct11. For example, students may 
not fully grasp the ethical implications of posting patient-related content on social media or 
sharing health-related opinions online. Civic education serves as a preventive measure by 
offering frameworks for ethical decision-making and critical reasoning. This education helps 
students recognize the consequences of their actions, not only for the individuals involved but 
also for society at large12. Moreover, civic education fosters integrity, guiding students to make 
ethical choices that extend beyond academic obligations and into their professional lives. 

In addition to ethical reasoning, civic education emphasizes the importance of democratic 
values such as justice, equality, and human rights, which are integral to nursing practice13. By 
learning these values, students gain a deeper understanding of their role not only as caregivers 
but also as members of society. This broader perspective is essential in an age where issues like 
digital equity and patients' rights are becoming increasingly relevant. Civic education encourages 
nursing students to consider these societal issues and their implications in the digital landscape, 
where disparities in access to technology and information may exacerbate existing health 
inequalities. 

Furthermore, civic education plays an important role in character development, helping 
students build a strong moral foundation that guides their behavior in complex ethical situations. 
Ethical challenges in the digital age can be subtle and situational, requiring judgment and 
personal integrity. By instilling values such as honesty, responsibility, and respect, civic education 
prepares nursing students to navigate these challenges effectively. In addition, it enhances their 
ability to act ethically even in the absence of direct supervision. This intrinsic motivation to 
uphold ethical standards is crucial for sustaining professional integrity in an ever-changing digital 
landscape. 

The digitalization of healthcare also necessitates greater attention to data protection and 
cybersecurity. As nursing students increasingly interact with electronic health records, 
telemedicine platforms, and other digital tools, it is vital for them to understand the importance 
of safeguarding patient information. Civic education can help by introducing students to legal 
literacy and the principles of data privacy, ensuring they are aware of the ethical and legal 
implications of handling sensitive data. This knowledge equips students with the competencies 
needed to navigate the challenges of a tech-driven healthcare system, thereby safeguarding both 
patients and healthcare professionals from the risks of digital breaches. 

The aim of this research is to explore the role of civic education in shaping the ethical 
behavior of nursing students, particularly in the context of digital platforms. Specifically, the 
study seeks to answer the following research questions: How does civic education influence 
nursing students’ ethical awareness and decision-making in digital environments? How can the 
integration of civic education into nursing curricula help students navigate the ethical challenges 
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posed by technology in healthcare? By answering these questions, the research aims to provide 
valuable insights into how educational frameworks can better prepare nursing students for the 
ethical complexities of a digitalized world. 

2. Research Method 

This study employs a qualitative research methodology to explore how civic education 
influences nursing students' ethical behavior in the digital age14. A descriptive phenomenological 
approach is used to understand the lived experiences of nursing students as they navigate ethical 
challenges in digital environments. Data will be collected through semi-structured interviews 
with nursing students from several universities in Indonesia. These interviews will focus on 
students' experiences with digital tools in their learning and clinical practices, as well as their 
understanding of civic education and its role in shaping ethical decision-making. Participants will 
be selected using purposive sampling to ensure they have been exposed to civic education as 
part of their curriculum15. 

The collected data will be analyzed using thematic analysis, which involves identifying key 
themes and patterns in the responses to understand how civic education influences ethical 
behavior in digital contexts. Thematic analysis will involve several stages: familiarizing with the 
data, coding important segments, grouping codes into themes, and reviewing these themes for 
accuracy1617. The findings will be supported by quotes from participants, which will provide a 
deeper understanding of their perceptions and experiences. In addition to interviews, document 
analysis of nursing curricula and course syllabi will be conducted to understand how civic 
education is integrated into the nursing program. 

3. Results and Discussion 

This study aimed to examine the role of civic education in shaping the ethical behavior of 
nursing students, particularly in the context of digital environments. The findings revealed 
several key themes regarding how civic education influences nursing students' ethical awareness 
and decision-making, and how they apply these lessons to digital platforms and patient care. 

3.1. Ethical Awareness in the Digital Age 

One of the primary themes that emerged from the data is the students’ increased awareness 
of ethical issues in the digital age. Nursing students recognized that digital tools such as social 
media, electronic health records, and telemedicine have transformed healthcare, making it 
essential to maintain ethical behavior in these spaces. Many students emphasized the importance 
of understanding ethical principles, such as patient confidentiality and informed consent, not 
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Education’, Electronic Journal of General Medicine, 17.2 (2020), em195 
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17 Muannif Ridwan and others, ‘Approaches in Legal Research (A Introduction about Study Analysis Western 
Law and Islamic Law)’, in Proceedings of the 6th Batusangkar International Conference (BIC) (West Sumatra, 
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just in face-to-face interactions but also when engaging with digital platforms. The integration 
of civic education in their curriculum was seen as crucial in shaping this awareness. 

The students' responses indicated that while they were exposed to these ethical standards 
through their coursework, it was often through practical examples and case studies that they 
learned how to apply these principles to digital contexts. This finding aligns with the idea that 
civic education provides a framework for thinking critically about professional behavior in 
various environments, including digital spaces. Students expressed that civic education provided 
them with a moral compass, allowing them to navigate the complexities of digital health practices 
responsibly. 

3.2. Influence of Civic Education on Ethical Decision-Making 

The role of civic education in ethical decision-making was another significant theme 
identified in the research. Students reported that their civic education courses had been 
instrumental in helping them understand the relationship between their actions and their broader 
responsibilities as healthcare professionals and digital citizens. Civic education, particularly its 
focus on responsibility, discipline, and accountability, was cited by students as a foundation for 
making ethical decisions, especially when faced with dilemmas involving patient data, social 
media interactions, or telemedicine. 

In particular, students highlighted that civic education encouraged them to think critically 
about their actions and the potential consequences, not only for themselves but for their patients 
and the healthcare system. One student stated, “Civic education taught me to consider the ethical 
implications of every digital action, whether it's sharing a post, accessing patient data, or even 
commenting on a healthcare issue online." This reflects the broader idea that civic education 
helps students develop a strong ethical framework that informs their decision-making, especially 
in the complex landscape of digital healthcare. 

 

3.3. Challenges in Ethical Behavior in Digital Environments 

Despite the positive influence of civic education, students acknowledged that they still faced 
challenges when navigating ethical behavior in digital environments18. One challenge mentioned 
frequently was the temptation to engage in improper online behavior, such as sharing patient-
related content or discussing cases on social media without considering privacy concerns. This 
was particularly common among students who had limited exposure to formal ethics training 
prior to their nursing program. Many students admitted that they did not initially understand the 
full implications of posting or sharing patient information online, even if the content was 
intended to be educational19. 

This issue highlights the gap that civic education seeks to fill. As several participants pointed 
out, they were initially unaware of the ethical risks posed by digital platforms. However, after 
taking courses that emphasized ethical reasoning and digital responsibility, they felt more 
equipped to handle such situations. The introduction of civic education into the curriculum, 
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therefore, helped fill an important gap in their training, preparing them for the ethical dilemmas 
they would face in their careers20. 

 

3.4. Role of Civic Education in Preventing Ethical Violations 

The research also found that civic education plays a preventive role in reducing ethical 
violations in digital contexts. Many students noted that, prior to their training, they had not fully 
grasped the seriousness of ethical breaches in digital platforms. For example, the dissemination 
of misinformation or the violation of patient confidentiality on social media was seen as a minor 
issue by some students before they received civic education. However, once they were educated 
on the legal and professional consequences of these actions, they became more cautious about 
their online behavior. 

One key finding is that students who had received civic education were more likely to 
engage in reflective practices when using digital tools in patient care. This reflective behavior 
was seen as a key component in preventing ethical violations, as students reported regularly 
pausing to assess the potential impact of their digital actions. For example, before posting 
anything related to healthcare or patient experiences on social media, students now ask 
themselves whether the content respects privacy and upholds professional standards. This 
preventive aspect of civic education was particularly highlighted in nursing ethics courses, where 
students discussed real-life scenarios and how they would handle them ethically in both physical 
and digital spaces. 

 

3.5. Impact of Civic Education on Digital Citizenship 

Another novel aspect of the findings was the emphasis placed on digital citizenship as part 
of the broader framework of civic education. In today’s healthcare environment, nursing 
students must understand that ethical behavior extends beyond the hospital or clinic and into 
their digital lives. Civic education helped students understand the concept of digital citizenship, 
which emphasizes responsible online behavior, critical media literacy, and the importance of 
verifying health-related information before sharing it. This was particularly important as many 
students reported the increasing reliance on digital platforms for professional networking, 
patient education, and information-sharing. 

Students stated that the integration of digital citizenship into their nursing programs 
prepared them to navigate digital spaces ethically. One participant explained, “Civic education 
has made me aware of how I represent myself and my profession online. It’s not just about being 
a good nurse in the clinic, but also about being a responsible digital citizen.” This perspective 
shows that civic education can significantly impact how nursing students perceive their roles as 
professionals in both physical and virtual spaces. 

 

3.6. Bridging Theory and Practice 

The research also found that the integration of civic education in nursing curricula helps 
bridge the gap between theory and practice. Although nursing students are often taught ethical 
principles through theoretical frameworks, it is through civic education that these principles are 
applied in real-world scenarios. Students reported that the case studies, role-playing exercises, 
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and discussions related to digital ethics helped them connect classroom learning with practical, 
professional behavior. 

Several students noted that the practical exercises allowed them to reflect on their behavior 
and see firsthand the consequences of unethical digital actions. These hands-on experiences were 
invaluable in helping students integrate ethical reasoning into their daily routines, both 
academically and professionally. As one student shared, “The combination of theory and practice 
in civic education helped me see the real-world implications of ethical issues and understand 
how to act responsibly online.” 

 

3.7. Civic Education's Contribution to Character Building 

A crucial element that emerged from the data was the contribution of civic education to 
character building among nursing students. Beyond providing knowledge of ethical codes, civic 
education helped students develop a strong moral character that guided their behavior. This was 
particularly significant when it came to making ethical decisions in situations where there was no 
clear right or wrong answer, such as when sharing health-related information online or engaging 
with patients in a digital consultation. 

The development of values such as integrity, honesty, and responsibility was seen as 
essential for sustaining ethical behavior, especially in complex and fast-changing digital 
environments. As nursing students recognized, the ethical standards they learned in the 
classroom were not just for exams or assignments but were vital for their entire professional life. 
The internalization of these values through civic education equipped them to uphold ethical 
standards even when no one was supervising their actions. 

Finally, the study found that the integration of civic education into nursing programs had 
broader societal implications. Many students noted that the values taught in civic education 
helped them understand their role not just as healthcare providers but as citizens in a larger 
society. By emphasizing the importance of social justice, equality, and human rights, civic 
education inspired students to consider how their actions could impact not just their patients, 
but society at large. 

Students reported that learning about the social determinants of health and the ethical 
obligations of nurses in promoting social equity had made them more attuned to issues like 
digital equity and healthcare access. This broader perspective on ethics is important in an era 
where digital tools can either exacerbate or reduce existing health disparities. By fostering an 
awareness of these issues, civic education contributes to the development of nursing 
professionals who are socially responsible and committed to improving public health, both in 
the physical and digital realms. 

4. Conclusion  

The integration of civic education in nursing curricula significantly influences the ethical 
behavior of nursing students, particularly in digital environments. By promoting ethical 
awareness and decision-making, civic education helps students understand the importance of 
professional conduct both in person and online. The study reveals that civic education is 
instrumental in shaping students’ ability to handle ethical challenges, such as maintaining patient 
confidentiality and navigating the complexities of sharing health-related information on social 
media. 

Additionally, civic education encourages students to critically reflect on their actions, 
fostering responsible digital citizenship and equipping them with the skills needed to assess the 
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ethical implications of their behavior in digital spaces. It bridges theoretical knowledge and real-
world practice, preparing nursing students to apply ethical standards in their professional lives 
and ensure they maintain respect for human dignity, confidentiality, and accountability. The 
study further highlights how civic education promotes an understanding of broader societal 
issues like social justice, equity, and patients' rights in the digital age. 

Through its emphasis on values such as integrity, responsibility, and respect, civic education 
enables students to internalize and apply ethical principles in their decision-making. This process 
ensures that nursing students are not only capable healthcare providers but also responsible 
members of society in a digital world. Ultimately, the findings affirm that civic education plays a 
crucial role in preparing nursing students to address the ethical challenges of modern digital 
healthcare, fostering a more responsible and ethically grounded healthcare system. 
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